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. Agenda

* 1na yero?
N3-3a yero?
Kak

* [lpumepbl

* CKONbKO CTOMUT
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"Requirements for Programming Language Memory Models™
Jeremy Manson and William Pugh

“If programmers don’'t know what their code is
doing, programmers won't be able to know what
their code is doing wrong.”
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. Memory wall

* 1980

— ckopocTb oaHon onepaumn CPU ~ ckopoCcTb OAHOro AOCTyna K NaMaTu

* 2010

— ckopocTb CPU Bbipocna 6onee yem B 10000 pas
— CKOPOCTb NamATh Bblpocna B ~10 pas
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. The Free Lunch Is Over
* 1980

— ckopocTb oaHon onepaumn CPU ~ ckopoCcTb OAHOro AOCTyna K NaMaTu

* 2010

— ckopocTb CPU Bbipocna 6onee yem B 10000 pas
— CKOPOCTb NamATh Bblpocna B ~10 pas

* 2005 “The Free Lunch Is Over’

http://www.gotw.ca/publications/concurrency-ddj.htm

— yBenunymeaem konundecrtso CPU
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http://www.gotw.ca/publications/concurrency-ddj.htm

. B ATOre

* CnoxHagqa apxutektypa coBpemeHHbix CPU
— MHOrosii€pPHOCTb
— 000 (Out of Order execution)
— Store buffers (+ store forwarding)
— CnoXHasa nepapxusi Kelleu
— [NpoTokonkl korepeHTHOCTU Kewen (MESI, MOESI, MESIF, ...)
— NUMA, ccNUMA

* “YMHbIE” KOMNUNATOPLI
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[Mpumep 1

HavanbHble 3HaYeHuss: A == B ==

Thread 1 Thread 2

r1=8B; r2=A;
A=1; B =1,
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[Mpumep 1

HavanbHble 3HaYeHuss: A == B ==

Thread1 = Thread 2 Kakue 3Ha4YeHUA MOryT ObITb
ana riwvr2?
r1=B; r2=A;
A =1; B =1;
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[Mpumep 1

HavanbHble 3HaYeHuss: A == B ==

Thread1 = Thread 2 Kakue 3Ha4YeHUA MOryT ObITb

ana riwvr2?
r1=8B; r2=A;

A =1; B =1;
<r1, r2>

1) <0,0> ?
2) <0,1> ?
3) <1,0> ?
4) <1,1> ?
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[Mpumep 1

HavanbHble 3HaYeHuss: A == B ==

Thread1 = Thread 2 Kakue 3Ha4YeHUA MOryT ObITb
ana riwvr2?

r1=B; r2 =A; D
A =1; B =1;
<r1, r2>

1) <0,0> +
2) <0,1> +

. 3) <1,0> +
Reordering 4) <1,1> +
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. [Tpumep 2

HavanbHble 3HaYeHuss: A == B ==

Thread 1 Thread 2 Thread 3
A =1; while(A!=1); while(B!=1);
B=1; r1 =A;

ORACLE



. [Tpumep 2

HavanbHble 3HaYeHuss: A == B ==

Thread 1 Thread 2 Thread 3
Pe3ynbTar:
A =1; while(A!=1); while(B!=1); r] ==
B=1; r1 =A;
nnwu (xor) ?
r1 ==

ORACLE



. [Tpumep 2

HavanbHble 3HaYeHuss: A == B ==

Thread 1 Thread 2 Thread 3
Pe3ynbTar:

A =1; while(A!=1); while(B!=1); r] ==
B=1; r1 =A; |
mnu (or) !

r1 ==

Visibility
BO3MOXHO:

Thread 2 BuguT write A nepBbIM NOTOKOM
Thread 3 Buaut write B BTOopbiM noTokoMm [NEPE]] Tem kak yBngut write A
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. KTo BUHOBAaT?

program execution visibility
order | — orde)I — order
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. KTo BUHOBAaT?

KoMmnunaTtop

program execution visibility
order | — order | — order
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. KTo BUHOBAaT?

KoMmnunaTtop

program 1\ execution | visibility
order I> orde> \ — order
000 HW
(Out of Order) memory model
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. Def: “onepauua saBepwmnacb”

A=1- Kak onpeaenuThb,
’ 4yTo “onepauuna 3aBepLinnacb’?
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. Def: “onepauua saBepwmnacb”

A=1- Kak onpeaenuThb,
’ 4yTo “onepauuna 3aBepLinnacb’?

A) Havanocb ncnonHeHue crnegyroLien onepauumn.
b) 3Ha4vyeHue OoKazanocb B OCHOBHOW NaMATM.
Ll) Pe3ynbTaT 3anucu BuaeH B TOUYKe UCMNONb30BaHUA.
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1 J)

Ll) Pe3ynbTaT 3anucu BuaeH B TOUYKe UCMNONb30BaHUA.

ORACLE



. ATOMapHOCTbL

* Atomicity

HapyLleHna aToMapHOCTMU:
int A = OxABCDFFFF;

— LleneBaa nnatgopma He CoOOAePKUT onepaLmnm
32—6OunTHOM 3anucu (e.g. Tonbko 16 6uT) => pasgenbHas
3anncb cTapLllen n mnagllen 4Yactewn.

— Xx86: agpec A He BbIpOBHEH OTHOCUTENBLHO pa3mMepa.

ORACLE



OCHOBHbIEe CBOUCTBa Moaenu naMmsaTu

* Atomicity (aTomapHOCTb)

* Visibility (BungnmocTb)

* Ordering (nNopsiaok)
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. Agenda

* [1na yero?
N3-3a yero?
Kak!

* [lpumepbl
* CKONbKO CTOMT
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Thread 1

thread
local
memory

Main
Memory

thread

Thread 2

local
memory
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. Crapasa JMM

thread
local

‘«4

thread

» ’\‘:’
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. JMM

* [lepeMeHHbIe:
— static field, instance field, array element
* Onepauyunu:
— YTeHune/3anncb obbIYHLIX MEPEMEHHLIX (read/write)

— YyTeHue/3anunchk volatile nepemeHHbIX (volatile read/write)
— CUHXPOHM3aums (lock/unlock)

ORACLE



. volatile arrays?

* volatile A[] array;

°® volatile — He TPaAH3UTUBHO.

— ...=array; - volatile read
— array=...; - volatile write
—arrayl[i]l=...; - ODbIYHbIN write

* A ecni O4YeHb HY>XHO?

— Java.util.concurrent.atomic
(AtomicintegerArray, AtomicLongArray, AtomicReferenceArray)

ORACLE



ATOMapPHOCTb

* Onepauun YteHus/3anmcm aBnaTC aToOMapHbIMM.

* No out of thin-air values:

— Bcskoe 4yTeHne nepemMeHHou BO3BPATUT NMMOO 3HaA4YeHume no
yMon4yaHuto nnbo 3HavyeHune 3anncaHHoe (rge-nmbo) B aTy
NEPEMEHHYIO.
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ATOMapPHOCTb

* lckno4yeHue:

— [lonyckaeTcs HeaTomMapHoe YTeHne/3anncb ans TUNnoBs
long/double.

— YUTeHune/3annck volatile long/double 06813aHO ObITb
aTOMapHbIM.
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ATOMapPHOCTb

* YacTo BcTpevyaemas oLmobka:

— [Ina volatile long/double TONbKO onepaunn YTeHUa/3anmncu
ABNATCA aTOMapPHbIMU!

— v++, v—-—- — HeaTOMapHble onepauunu!

* Yto nenatb?

— Ssynchronized
— Java.util.concurrent.atomic

ORACLE



. Visibility
* OTHoweHne happens-before:

— Ecnun X happens-before Y, TO XBbtReAHHTEAPaHbHEe# Y

OyneTt BUaeThb pesynbTar X.
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Visibility (happens-before B npegenax noTtoka)

* B npegenax ogHOro NoTokas:

— Bce onepauun nmeroT oTHoLeHne happens-before B

COOTBETCTBUU C program order
(KaK HanncaHo B TEKCTE nporpammsbl)

ORACLE



. Visibility (happens-before)

* happens-before TpaH3UTUBHO:

— Ecnun X happens-before Y n Y happens-before Z,
TO0 X happens-before Z.

ORACLE



. Visibility (happens-before mexay noTtokamm)

Thread 1
Thread 2
[ ] Ha ogHOM
unlock(M1) M TOM XKe
lock(M1) MOHUTOpe!

ORACLE



. Visibility (happens-before mexay noTtokamm)

Thread 1

Thread 2 V -volatile

)
———

Ha ogHom
N TOU XKe
nepemMmeHHouU!

read(V)

L
.

ORACLE



. Visibility (happens-before mexay noTtokamm)

* thread.start() — nepBoe OeNUCTBUE B MNOTOKE
* MocnegHee gencrene B notoke — join(), isAlive()

* 3anucb default value B ntobyto nepeMeHHy0 — NepBoeE
NencTBme B NOTOKE
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Reordering

¢ ,U,OI'IyCTI/IMbIe NnepecraHOBKN BHYTPU OAHOIO Tpeada.

— OOblYHbIE read/write C TOYHOCTbKO OO0 3aBUCUMOCTU MO
NaHHbIM.

* Volatile read/write M lock/unlock HE MOIyT
nepeynopAaAgoy4ynBatTbCA.

ORACLE



[ read/write ] i i .
l oach mote

lock ]-

|

read/write ]

[

| |

<[ unlock |-
[

'

read/write ]
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. Reordering

read/write ] [ read/write

[ volatille write |-Bt-----. .- -- [ volatille read |- -----.
| |
 read/write | ' read/write |
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. [Mpumep 3

HavyanbHble 3HaAYeHUs:

int A = 0;
boolean ready = false; Y10 6y.qu Hane4yataHo?
Thread 1 Thread 2
- HUYero

A = 41; while(!ready) ; -0
A = 42; System.out.println(A); - 41
ready = true; - 42
A = 43, - 43

ORACLE



. [Mpumep 3

HavyanbHble 3HaAYeHUs:

int A = 0;
boolean ready = false; YTtOo OyaeT HanevyaTtaHoO?
Thread 1 Thread 2
- HU4yero +
A = 41; while(!ready) ; - 0 +
A = 42; System.out.println(A); - 41 +
ready = true; 42 +
A = 43; 43 I

ORACLE



. [Tpumep 4

HavyanbHble 3HaAYeHUs:

int A = 0;
volatile boolean ready = false; UTtO Gyp,eT Hane4yaTaHo?
Thread 1 Thread 2
- HH4ero

A= 41; while (!ready) ; -0
A = 42; System.out.println(A); - 41
ready = true; - 42
A = 43; - 43

ORACLE



. [Tpumep 4

HavyanbHble 3HaAYeHUs:

int A = 0;
volatile boolean ready = false; UTtO 6yp,eT Hane4yataHo?
Thread 1 Thread 2
--HAYeFO—

A =41; while(!ready); -—0-
A = 42; System.out.println(A); - 44
ready = true; 42 +
A = 4:3, 43 4

ORACLE



CneumanbHasa cemaHTuka final nonen

class A { * [locne 3aBepLUEeHNA KOHCTPYKTOpa
final B ref; nooboun Tpea BUOAUT 3HAYEHUS
public A(...){ 3anuncaHblie B final none
this.ref=...; — a Takxe Bce AepeB0o 00BHLEKTOB HAa4YMHaAA
} c 9Toro nonga (dereference-chain).

| \

A
Q
Qe o
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CneumanbHasa cemaHTuka final nonen

class A { * TpebyeTtcs - this He fomkeH yberaTtb
final B ref: (escape) N3 KOHCTPYKTOopa.
public A(...){ — e.g. peructpauung listener B ero-xe
this.ref=...; KOHCTPYKTOPE.
} * Mogudunkauum B final dereference-chain
\ BbINOJIHEHHbIE MOCIE 3aBEPLUEHUS
} KOHCTPYKTOpa NOAYUNHAKTCSH OObIYHbIM

5
@eee npaBunaMm BUANMOCTM.
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. Agenda

* [1na yero?
N3-3a yero?
Kak

* [lpumepbl
* CKONbKO CTOMUT
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Double-checked locking

class Foo {
private Helper helper = null;
public Helper getHelper() {
if (helper == null)
synchronized(this) {
if (helper == null)
helper = new Helper();
}

return helper;

ORACLE



Double-checked locking

class Foo {
private volatile Helper helper = null;
public Helper getHelper() {
if (helper == null)
synchronized(this) {
if (helper == null)
helper = new Helper();
¥

return helper;

ORACLE



Double-checked locking (is it correct?)

class Foo {
private static volatile List<A> list = null;
public static List<A> getList() {
if (list == null)
synchronized(Foo.class) {
if (list == null)
list = new ArrayList<A>();
list.add(...); list.add(...);

}

return list;

} ORACLE!



. Yet another fail

class Foo {
private A something;
public synchronized void setSomething(B b) {
A a = evaluate A from B();
this.something = a;
}
public A getSomething() {

return this.something;

ORACLE



. Yet another fail (fix 1)

class Foo {
private A something;
public synchronized void setSomething(B b) {
A a = evaluate A from B();
this.something = a;
}
public synchronized A getSomething() {

return this.something;

ORACLE



. Yet another fail (fix 2)

class Foo {
private volatile A something;
public synchronized void setSomething(B b) {
A a = evaluate A from B();
this.something = a;
}
public A getSomething() {

return this.something;

ORACLE



. Agenda

* [1na yero?
N3-3a yero?
Kak

* [lpumepbl

* CKONbKO CTOMT
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. [lpon3BoaAUTENbHOCTb

* Kak n"ameputb CKOPOCTb volatile read/write?
— Bnnaiune HW memory model
— BnnaHue Ha onTuMmnsaunm Komnunaropa

* X380:

— volatile read == OObIYHbIA read

— volatile write?

ORACLE



TecT 1

TecT He UsmepsaeT HU4yero peanbHOro
1 operation :

for(...) { //128 times

v = arr[i]++;

— 129 onepaunn YTeHna (Bcerga non-shared, thread local)
— 128 onepaunn 3annucu (Bcerga non-shared, thread local)
— HEMHOIO apUMPMETUKU

— 128 onepauyumn 3anmcu (4 BapmnaHTa TecTa):
— shared / non shared
— volatile / non volatile

ORACLE



15 (2 core, +HT) = 4 HW threads

ordinary (non shared)  —fe— volatile (non shared)  eefie—
ordinary (shared) =g volatile (shared) =i
| | | | | |
10000 | -
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# Threads
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. Intel Westmere-EX (E7-4860) 2.27Ghz, 4x10x2 = 80 HW threads, RHEL 5.5

Throughput, ops/msec

260000

240000 r
220000 r

200000 F
180000 r

160000 r
140000 r
120000 r
100000

s0000 |
60000

40000

20000
0

ord (non shared)  e—fe— vol (non shared)  we—pi=—

..*;;;;;;;;ii*fiaiiii{fiiififii
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50 &0 70 a0 an 100 110 120 130 140 150 160
# Threads
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. Intel Westmere-EX (E7-4860) 2.27Ghz, 4x10x2 = 80 HW threads, RHEL 5.5

Throughput, ops/imsec

4000

3000

2000

1000

ord (shared) we—fe=— vol (shared) s

10 20 30 40 50 &0 70 a0 a0
# Threads
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Intel Westmere-EX (E7-4860) 2.27Ghz, 4x10x2 = 80 HW threads, RHEL 5.5

ord (non shared)  e—fe— ord (shared) b= vol (non shared)  we—fii— vol (shared) =
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. TecT 2

private int[] array = new int[10000];

public void test(){
int s = 0;
for(int i=0; i<array.length; i++) {
s+=array[i];

¥

sum = S;

ORACLE



. TecT 2 (rev. 1)

private int[] array = new int[10000];

15 (2 core, +HT) = 4 HW threads

public void test(){

int s = 0; Throughput = 495 ops/msec

for(int i=0; i<array.length; i++) {
s+=array[i];

¥

sum = S;

ORACLE



. TecT 2 (rev. 2)

private volatile int[] array = new int[10000];

15 (2 core, +HT) = 4 HW threads

public void test(){

int s = 0; Throughput = 62 ops/msec

for(int i=0; i<array.length; i++) {
s+=array[i];

¥

sum = S;

ORACLE



. TecTt 2 (rev. 3)

private volatile int[] array = new int[10000];

15 (2 core, +HT) = 4 HW threads

public void test(){

int s = 0; Throughput = 495 ops/msec

int[] a = array;

for(int i=0; i<a.length; i++) {
s+=al[i];

}

sum = S;

ORACLE



. Uutaem

* "Java Concurrency in Practice", Brian Goetz, Tim Peierls, Joshua Bloch,
Joseph Bowbeer, David Holmes, Doug Lea

* "The Art of Multiprocessor Programming”, Maurice Herlihy, Nir Shavit
* “A Little Book of Semaphores”, Allen B. Downey

— http://greenteapress.com/semaphores/

* "JSR 133 Cookbook™
— http://g.oswego.edu/dl/jmm/cookbook.html

* "What Every Programmer Should Know About Memory", Ulrich Drepper
— http://www.akkadia.org/drepper/cpumemory.pdf

ORACLE


http://greenteapress.com/semaphores/
http://g.oswego.edu/dl/jmm/cookbook.html
http://www.akkadia.org/drepper/cpumemory.pdf
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