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Unsafe



Unsafe: npoaa>KHasl AeBKa Ma30xXm3ma

sun.misc.Unsafe — 370 cekpeTHast gBepka B Hegpa JVM

" sun.misc.* — He sABAsieTCs YacTblo Java cTaHgapTa

" Kak 1 npoyune sun.misc.*, Hy)KHa 415 NOAAEPXKKW CTaHAAPTHON
brnbnmoTekn: obuyme YacTu, NPUBMNETNPOBAHHbBIE JOCTYMbI, €T

= [JlocTyn orpaHu4eH CTaHAApPTHOW OMbNMOTEKo — cpeacTeamum,
AOCTYMHBLIMU B SI3bIKE: NPUBATHLIMU KOHCTPYKTOPaMH,
security-MeHe>Kepamu, NPOBEPKAMYU CTEKOBBIX MPUBUETIA. ..
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Unsafe: npoaa>KHasl AeBKa Ma30xXm3ma

sun.misc.Unsafe — 370 cekpeTHast gBepka B Hegpa JVM

" sun.misc.* — He sABAsieTCs YacTblo Java cTaHgapTa

" Kak 1 npoyune sun.misc.*, Hy)KHa 415 NOAAEPXKKW CTaHAAPTHON
brnbnmoTekn: obuyme YacTu, NPUBMNETNPOBAHHbBIE JOCTYMbI, €T

= [JlocTyn orpaHu4eH CTaHAApPTHOW OMbNMOTEKo — cpeacTeamum,
AOCTYMHBIMU B 513bIKE: NPUBATHLIMU KOHCTPYKTOpPaMu,
security-MeHe>Kepamu, NMPOBEPKAMY CTEKOBbIX MPUBUAETMIA... MOZAYJILHOM
nukancynsiunein (Jigsaw)
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Unsafe: «CmoTpuTte, kakoe 60ratcTBo OT Hac NpsYyT» !

Butit's too hard.

Unsafe class contains its instance called theUnsafe, which marked as private. We can steal that variable
viajavareflection.

Field f = Unsafe.class.getDeclaredField("theUnsafe");
f.setAccessible(true);
Unsafe unsafe = (Unsafe) f.get(null);

Note: Ignore your IDE. For example, eclipse show error "Access restriction. . " but if you run code, all works just
fine. If the error is annoying, ignore errors on Unsafe usage in:

Preferences -> Java -> Compiler -> Errors/Warnings ->
Deprecated and restricted API -> Forbidden reference -> Warning


http://mishadoff.com/blog/java-magic-part-4-sun-dot-misc-dot-unsafe/

Unsafe: «CmoTpuTte, kakoe 60ratcTBo OT Hac NpsYyT» !

Butit's too hard.

Unsafe class contains its instance called thel, private. We can steal that variable

viajavareflection.

Field f = Unszs
f.setAccessil
Unsafe unsaf

Preferences -> Java -> Compiler -> Errors/War
Deprecated and restricted API -> Forbidden rej

http://mishadoff.com/blog/java-magic-part-4-sun-dot-misc-dot -unsafe |ava
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Unsafe: «A-a-a, oHU nepenpsitann Halwy npenecrtb!>»
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Unsafe: C-like performance

[Hesenonep ¢ Unsafe — 3To Kak camypaii C Me4oM, Ho be3 Meuya

C HekOHTpONIMPYEMbIM LOCTYNOM K NamsiTi Bbl NOJyHaeTe:
® OTCYTCTBUE rapaHTunii Ha type safety
® OTCYTCTBUE rapaHTUii Ha UHKANCYASLNIO
" paspyLueHHyto mMogenb besonacHocTy Boobuie

5 CNIOXKHOCTb onTumumsaunii (aliasing, Hanpumep)

Yto, KapakaTuubl, no3abbuin C/C++, n SEGV-bl, memory corruption, u npo4yto
nnatgopmeHHyto BakxaHanmto? 3abbinu, korga B nocnegHuii pa3 gdb 3anyckann?

=’Java
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UTF-8 Scan: nockaHupyem pagn UTF-8

3apaya: npoBepuTb, 4TO BCE baiiTbl MeHbwe Ox7F.

byte[] bytes;

©Benchmark
public boolean array_byte() {
for (byte b : bytes) {
if (b < 0) return false;
}
return true;

¥

=’Java
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UTF-8 Scan: ByteBuffer

Ho ecTb »e npekpacHblii ByteBuffer, oH Ham celiqac nomoxer!

O@Benchmark
public boolean byteBuffer_byte() {
ByteBuffer b = ByteBuffer.wrap(bytes)
.order (ByteOrder.nativeOrder()) ;
for (int i = 0; i < bytes.length; i++) {
if (b.get(i) < 0) return false;
}

return true;

=’Java
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UTF-8 Scan: xm

JDK 8u66, i7-4790K, Linux x86 64:

Benchmark ‘ Size ‘ Score, ns/op
array_byte 1 2.8 £o.1
array_byte 1000 167.6 +o.1
array_byte | 1000000 | 157813.8 +2232.9

byteBuffer_byte 1 3.9 =£oa1
byteBuffer_byte 1000 188.2 +o.1
byteBuffer_byte | 1000000 | 176938.7 4+ 4808.7

=Java
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UTF-8 Scan: ByteBuffer 4 getLong

YEpT C HMUM, 3aNUINM LLIMPOKOE CKAHWPOBAHMNE PyKaMU:

O@Benchmark
public boolean byteBuffer_long() {
ByteBuffer b = ByteBuffer.wrap(bytes)
.order (ByteOrder .nativeOrder()) ;
int 1;
for (i = 0; i < bytes.length - 7; i += 8) {
if ((b.getLong(i) & 0x8080808080808080L) !'= 0) return false;
}
for (; i < bytes.length; i++) {
if (b.get(i) < 0) return false;
}
return true;
= Java

Slide 12/61. Copyright © 2016, Oracle and/or its affiliates. All rights reserved.



UTF-8 Scan: wmnpokue noHrwm

JDK 8u66, i7-4790K, Linux x86 64:

Benchmark ‘ Size ‘ Score, ns/op
array_byte 1 2.8 +o.1
array_byte 1000 167.6 +o.1
array_byte | 1000000 | 1567813.8 <+ 2232.9

byteBuffer_byte 1 3.9 =£o.1
byteBuffer_byte 1000 188.2 +o.1
byteBuffer_byte | 1000000 | 176938.7 + 480s.7

=’Java
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UTF-8 Scan: wmnpokue noHrwm

JDK 8u66, i7-4790K, Linux x86 64:

Benchmark ‘ Size ‘ Score, ns/op
array_byte 1 2.8 +o.1
array_byte 1000 167.6 +o.1
array_byte | 1000000 | 1567813.8 <+ 2232.9

byteBuffer_byte 1 3.9 =£o.1
byteBuffer_byte 1000 188.2 +o.1
byteBuffer_byte | 1000000 | 176938.7 + 4s80s.7
byteBuffer_long 1 4.1 +oa
byteBuffer_long 1000 287.6 <+o.1
byteBuffer_long | 1000000 | 342378.6 + 1805.2
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UTF-8 Scan: Unsafe cnewunTt Ha nomolyb

@Benchmark
public boolean unsafe_long() {
int 1i;
for (i = (int)ABASE; i < bytes.length - 7; i += 8) {
if ((U.getLong(bytes, i) & 0x8080808080808080L) != 0)
return false;
}
for (; i < bytes.length; i++) {
if (bytes[i] < 0) return false;
}
return true;

3

= Javar
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UTF-8 Scan: Tak-tak-Tak...

JDK 8u66, i7-4790K, Linux x86 64:

Benchmark ‘ Size ‘ Score, ns/op
array_byte 1 2.8 +o.1
array_byte 1000 167.6 +o.1
array_byte | 1000000 | 1567813.8 <+ 2232.1

byteBuffer_byte 1 3.9 =£oa1

byteBuffer_byte 1000 188.2 +o.1

byteBuffer_byte | 1000000 | 176938.7 =+ aso0s.1
unsafe_long 1 2.2 z£oa
unsafe_long 1000 80.2 +o.1
unsafe_long | 1000000 | 51343.5 +175.8
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VarHandles



VarHandles: nyrano

package java.lang.invoke;

public abstract class
public final native
public final native
public final native
public final native
public final native

72

VarHandle {

Object get(Object... args);

void set (Object... args);

Object getVolatile(Object... args);
void setVolatile(Object... args);
boolean compareAndSet(Object... args);

Mpobnembl, Kanutan OueBngHocTs?

=’Java
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MethodHandles: JDK 7+

MethodHandle: «Handle» = «pyyka», «ccbuikay.

private MethodHandle mh;
private static int doMe(int v) { return v; }

Q@Setup
public void setup() throws Exception {
mh = ...lookup(..., "doMe", ...);
}
©@Benchmark
int methodHandle() { return ... mh.invoke(...); }

=’Java
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MethodHandles: otnnuunsa ot Reflection, #1

private static int doMe(int v) { return v; }
MethodHandles.Lookup lookup = MethodHandles.lookup();

MethodHandle mh = lookup.findStatic(MethodHandleSample.class,
"doMe", MethodType.methodType(int.class, int.class));

Hoctyn npoeepsietcsa Ha lookup’e, He Ha BbI3OBE!

=’Java
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MethodHandles: otnnuusa ot Reflection, #2

«Signature Polymorphism»

public class MethodHandle {

public final Object invoke(Object... args) throws Throwable;
}

int methodHandle() { return (int) mh.invoke(v); }
public int methodHandle() throws java.lang.Throwable;

0: getstatic #4 // Field mh:Lj/1/i/MethodHandle;
3: aload_0
4: getfield #2 // Field v:I

7: invokevirtual #5 // Method j/1/i/MethodHandle.invoke: (I)I
10: ireturn

«
= Javar
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MethodHandles: (He) otnnuuna ot Reflection, #3

Ha Bbi3oBe HY>XHO-TaKn NpOBEPUTb CUTHATYPbI, N Bbl3BATb yK33bIBaeMbII7I MEeTOoA:

static MethodHandle mh;
static final MethodHandle mh_constant;

static Method meh;

static final Method meh_constant;

// invokevirtual #5 // Method j/l/i/MethodHandle.tnvoke: (I)I

int mh_invoke() {
int mh_constant_invoke() {
int reflect() {

int reflect_constant() {

return
return
return
return

Slide 21/61. Copyright © 2016, Oracle and/or its affiliates. All rights reserved.

(int)
(int)
(int)
(int)

mh.invoke(v); 7}
mh_constant.invoke(v); }
meh.invoke (null, v); }
meh_constant.invoke (null, v);

=’Java



MethodHandles: Performance landscape

Benchmark Score, ns/op
plain 1.922  +o0.002
mh_constant_invoke 1.923 +0.002
mh_constant_invokeExact | 1.924 +o0.004
mh_invoke 4.185 +o0.056
mh_invokeExact 4.152 +o0.006
reflect 7.695 +o.104
reflect_constant 7.737 +o.161

® BbI3OB OT KOHCTaHTHOro MethodHandle gewes

¥ BbI30B HEKOHCTAHTHOro MethodHandle npoBepseT CMTHATYPbl N NLLET METOL

" Method eLl€ n BO3NTCA C varargs n npo4eli BaKxaHannel

Slide 22/61. Copyright © 2016, Oracle and/or its affiliates. All rights reserved.
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VarHandles: VarHandle. java

package java.lang.invoke;

public abstract class VarHandle {
public final native
@MethodHandle.PolymorphicSignature
QHotSpotIntrinsicCandidate
boolean compareAndSet(Object... args);

3

OTbpacbiBasi Mesikie AeTann, MexaHmka noxoxa Ha MethodHandle

= Javar
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VarHandles: ¢pabpukn

// Ioas ob6sekmos

MethodHandles.Lookup.findVarHandle (Class<?7>, String, Class<?>)
MethodHandles.Lookup.findStaticVarHandle (Class<?>, String, Class<7>)
MethodHandles.Lookup.unreflectVarHandle (Field)

// Maccuesl
MethodHandles.arrayElementVarHandle (Class<7>)

// View nosepx byte[]
MethodHandles.byteArrayViewVarHandle (Class<?>, ByteOrder)

// View noseepx ByteBuffer

MethodHandles.byteBufferViewVarHandle (Class<?>, ByteOrder)
= Java
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VarHandles: npumep

static final VarHandle VH_LONG =
MethodHandles.byteArrayViewVarHandle (longl[] .class,
ByteOrder.nativeOrder());

long useIt(byte[] arr, int idx) {
return (long) VH_LONG.get(arr, idx);
}

= Javar
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VarHandles: kyna >xke mbl 6e3 accembnepa

long uselt(byte[] arr, int idx) {
return (long) VH_LONG.get(arr, idx);
}

uselt(arr: ’%r10d, idx: %ebp):
mov Oxc(%r12,%r10,8),%r8d  # arr.length
add $Oxfffff£f9,%r8d

test  %r8d,%r8d # range check 1

jl RANGE_CHECK_FAILED

cmp %r8d, jebp # range check 2

jae RANGE_CHECK_FATLED

shl $0x3,%r10 # 1dx /= 8

mov 0x10(%r10,%rbp,1) ,%rax # Unsafe.getLongUnaligned
ret

=’Java

Slide 26/61. Copyright © 2016, Oracle and/or its affiliates. All rights reserved.



VarHandles: kyna >xe mbl 6e3 accembnepa, #2

static final VarHandle VH =
MethodHandles.lookup ()
.findVarHandle(Test.class, "v", int.class);

@Benchmark long test() {
return (int) VH.get(this);
}

KOMFII/IJ'IVIpyeTCFI B:

test(this: Jrsi):
movslq Oxc()%rsi),%rax # get $v
retq
=’Java
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VarHandles: obpatHo B UTF-8 Scan

static final VarHandle VH = MethodHandles.byteArrayViewVarHandle (
long[].class, ByteOrder.nativeOrder());

©@Benchmark public boolean varHandles() {
int 1i;
for (11 = 0; 1li < bytes.length / 8; li++) {
if (((long) VH.get(bytes, 1i) & 0x8080808080808080L) != 0)
return false;
}
for (int bi = 1i * 8; bi < bytes.length; bi++) {
if (bytes[bi] < 0) return false;
}
return true;
= ]ava
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VarHandles: onaukwn

JDK 9b114, i7-4790K, Linux x86 64:

Benchmark ‘ Size ‘ Score, ns/op
array_byte 1 2.8 +o.1
array_byte 1000 185.5 +o.2
array_byte | 1000000 | 172356.2 +436.6
unsafe_long 1 2.2 foa1
unsafe_long 1000 46.0 =+o.1
unsafe_long | 1000000 | 40782.5 <+ 1s61.5

Slide 29/61. Copyright © 2016, Oracle and/or its affiliates. All rights reserved.
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VarHandles: onaukwn

JDK 9b114, i7-4790K, Linux x86 64:

Benchmark ‘ Size ‘ Score, ns/op
array_byte 1 2.8 +o.1
array_byte 1000 185.5 +o.2
array_byte | 1000000 | 172356.2 +436.6
unsafe_long 1 2.2 foa1
unsafe_long 1000 46.0 =+o.1
unsafe_long | 1000000 | 40782.5 4+ 1s61.5
varHandles 1 2.4 +toa
varHandles 1000 43.2 +o.1
varHandles | 1000000 | 35179.8 <+7.6
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Jlnpunyeckoe otctynnexHune: gpyrue API



ByteBuffers: lNomHuTte Unsafe.getLongUnaligned?

mov 0x10(%r10,%rbp,1) ,%rax # Unsafe.getLongUnaligned

* Ha nnaTdopme MOXHO fefaTb HEBbIPOBHEHHbIE YTeHUsA? Torga yutaem!
* Henb3s? Hy Toraa:

public final long getLongUnaligned(Object o, long offset) {
if ((offset & 7) == 0) {
return getLong(o, offset);
} else if ((offset & 3) == 0) {
return makeLong(getInt(o, offset),
getInt (o, offset + 4));
} else ...

=’Java
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ByteBuffers: «ta-pgal»

JDK 9b114, i7-4790K, Linux x86 64:

Benchmark

Size‘ Score, ns/op

byteBuffer_long 1 3.0 +o.1
byteBuffer_long 1000 49.5 £o.1
byteBuffer_long | 1000000 | 40436.1 +a71.2
unsafe_long 1 2.2 £oa1
unsafe_long 1000 46.0 +o.1
unsafe_long | 1000000 | 40782.5 4+ 1561.5
varHandles 1 2.4 foa
varHandles 1000 43.2 +o.1
varHandles | 1000000 | 35179.8 <+7.s
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A*FU: kakue nnoxme angenrtepsbl

static final long OFF;
static final AtomicIntegerFieldUpdater<AFU> UPDATER;
static final VarHandle VH;

AtomicInteger ai = new AtomicInteger();
volatile int v;

OBenchmark int atomic() { return ai.getAndAdd(1); }

OBenchmark int atomicUpdater() { return UPDATER.getAndAdd(this, 1); }
@Benchmark int unsafe() { return U.getAndAddInt(this, OFF, 1);
@Benchmark int varHandle() { return (int) VH.getAndAdd(this, 1);

= Javar
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A*FU: «Ta-pa'»

Score, ns/op

Benchmark JDK 8u66 | JDK 9b114 | JDK 8u92
atomic | 7.005 +o0.003 | 7.014 +o0.008 | 7.015 +o0.006
unsafe | 6.759 +o0.016 | 6.765 +o0.006 | 6.764 + 0.009
atomicUpdater
’http://shipilev.net/blog/2015/faster-atomic-fu/ =’Java
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A*FU: «Ta-pa'»

Score, ns/op
Benchmark JDK 8u66 JDK 9b114 ‘ JDK 8u92
atomic | 7.005 +0.003 | 7.014 +o0.008 | 7.015 +0.006
unsafe | 6.759 +o.016 | 6.765 +o0.006 | 6.764 =+ 0.009
atomicUpdater | 8.757 +o0.003 | 6.777 +0.021 | 6.764 4+ 0.002
varHandle 6.776 +0.041

C MUHUMaNbHBIM AOKPYHMBaHNEM? Atomic*FieldUpdater-bl Noay4atoT TO Xe
CBOpa4mBaHue npoeepok, 4to n B VarHandles.

’http://shipilev.net/blog/2015/faster-atomic-fu/ =’Java
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VarHandles: npome>xyTou4HbIi ntor

® VarHandle — 310 HuskoyposHesbiii AP, nobpatnm MethodHandle

® VarHandles — 3TO MexaHU3M, 4TObbl A0OUTLCS HY>KHOW
(bYHKLMOHANBHOCTN B BbicoKoypoBHeBoM API (cm.
java.util.concurrent.atomic.*, Hanpumep), BPsiA N XOPOLLasi NAest
VarHandle-b1 nybnnkoBaTh B N0/ib30BaTENBCKOM KOAE

® B 6onbWWHCTBE C/ly4aeB yayHLWeHNs AOMKHbI AOCTUraThCS
nogkpydusavvem mybimquoro APl, a He naTtaHmem 3annaTok B 0bxog ero
pOAMMOro

" Yem DosibLUe KOHCTAHT, TeM DOJIbLLIE MOXHO CBEPHYTb, TEM Jyylle
NpPon3BOANTENBHOCTE: oTHOCUTCA N K Unsafe, n Kk VarHandles, n kK AxFU.

=’Java
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DJK30TUYeckme JOCTynbl



dk3oTnyeckne pgocrynbi: C/C++411

3asiBnenHas uens JEP 188: Java Memory Model Update® — nopoiitu 6nmxe
npopbiey 8 C/C++11 (std: :atomic, penakcauyum sequential consistency, n T.n.)

" TpebyeT CyLLeCTBEHHOrO NepenuiMBaHns camoii mogenu (B nporpecce)

u Pa3yMHbIM KOMMNPOMUCCOM ABNAETCA BBEAEHUE KIK3OTUHECKUXD> PEXNMOB
poctyna B API

B _.XOTsl OHM 1 He DyayT NoKa CyLleCcTBOBaTb B MOAE/N — HO BOH, lazySet-om
MONb3YIOTCS, N HUKTO eLLE He ymep

3http://openjdk.java.net/jeps/188 =’Java
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weakCompareAndSet: paunoHanbHOCTb

[apaHTnn nporpecca:
compareAndSet xoTs Obl O4MH U3 TPELOB BbINOJHUAT YCMELIHO

void incr() {
int v;
do {
v = ai.get();
} while (!ai.compareAndSet(v, v + 1));
+

Slide 38/61. Copyright © 2016, Oracle and/or its affiliates. All rights reserved.
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weakCompareAndSet: LL/SC

Ecnn ectb Tonbko LL/SC, moxHo ckoHcTpynposate CAS BoT Tak:

boolean CAS(expected, update):
int cur = load-linked(&loc);
if (cur == expected) {
return store-conditional(&loc, update);
} else {
return false;

=’Java
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weakCompareAndSet: LL/SC

Ecnn ectb Tonbko LL/SC, moxHo ckoHcTpynposate CAS BoT Tak:

boolean CAS(expected, update):
int cur = load-linked(&loc);
if (cur == expected) {
return store-conditional(&loc, update);
} else {
return false;

¥

Ho Ha peasbHom xapasape LL/SC moxeT HeoXugaHHO nodeinntbes
(«spurious failurey)...

=’Java
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weakCompareAndSet: LL/SC

MoaTomy npuaércs obopayneaTe B LUMKA 1 BUTL A0 NobeaHoro:

boolean CAS(expected, update):
while (true) {
int cur = load-linked(&loc);
if (cur !'= expected)
return false;
if (store-conditional(&loc, update))
return true;

=’Java
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weakCompareAndSet: paunoHanbHOCTb

Ll'VIKJ'I LWNKJIOM NOroHAET:

void incr() {
int v;
do {
v = ai.get();
} while (!compareAndSet(v, v + 1)); // ewé odun uyuka enympu
}

=’Java
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weakCompareAndSet: paunoHanbHOCTb

void incr() {
int v;
do {
v = ai.get(;
+ while (!weakCompareAndSet(v, v + 1)); // wunasywunsoce

¥

boolean weakCAS(expected, update):
int cur = load-linked(&loc);
if (cur == expected) {
return store-conditional(&loc, update) ;
} else {
return false;

}

Slide 42/61.}Copyright © 2016, Oracle and/or its affiliates. All rights reserved.
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weakCompareAndSet: pesynbtaTtbl? Kakne pesynbraTtbl?

Ho Begb B Java 5 yxe gaBHO ecTb weakCompareAndSet?

public class AtomicInteger {
public final boolean compareAndSet(int expect, int update) {
return U.compareAndSwapInt(this, VALUE, expect, update);
}
public final boolean weakCompareAndSet (int expect, int update) {

return U.compareAndSwapInt (this, VALUE, expect, update);
}

}

Work in progress! Ckopo BCE DygmeT: abIpKi yxKe npocBepieHbl, MeliHTeliHepbl

non-x86 bekeHaoOB 3aBepboBaHbI, etc. |
=’Java

Slide 43/61. Copyright © 2016, Oracle and/or its affiliates. All rights reserved.



compareAndExchange: paunvoHanbHoOCTb

B Java 8 ectb Tonbko ogut cnocob caenate CAS:

// true -- noayuwusocs
// false -- He noayuusocs
boolean compareAndSet (T expected, T update);

=’Java
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compareAndExchange: paunvoHanbHoOCTb

B Java 8 ectb Tonbko ogut cnocob caenate CAS:

// true -- noayuwusocs
// false -- He noayuusocs
boolean compareAndSet (T expected, T update);

B HekoTopbIx cay4asix xouetcst Bugetb «failure witness»:

// expected -- noayuusoce
// mekyuee -- He NOAYHUAOCH
T compareAndExchange (T expected, T update);

=’Java
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compareAndExchange: 6onb*

public class NonBlockingHashMap {
// CAS to claim the key-slot failed.

// This re-read of the Key points out an annoying short-coming
// of Java CAS. Most hardware CAS’s report back the extisting

// value - so that tf you fail you have a *witness* - the walue
// which caused the CAS to fatl. The Java API turns thtis into
// a boolean destroying the witness. Re-reading does mot recover
// the witness because another thread can write over the memory
// after the CAS.

/
“https://sourceforge.net/projects/high-scale-1ib/ “é Java
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compareAndExchange: kTo Ha cBeTe Bcex ObicTpee?

©@Benchmark
public int cas() {
int ex, nx;

do {
ex = (int) VH.getVol();
nx = mutate(ex);

} while(!VH.cas(ex, nx));
return nx;

}

Slide 46/61. Copyright © 2016, Oracle and/or its affiliates. All rights reserved.

@Benchmark
public int cae() {

int x = (int) VH.getVol();
int ex, nx;

do {
ex = Xx;
nx = mutate(ex);

x = (int) VH.cae(ex, nx);
} while (x !'= ex);
return nx;

=’Java



compareAndExchange: kTo Ha cBeTe Bcex ObicTpee?

@Benchmark
©@Benchmark public int cae() {
public int cas() { int x = (int) VH.getVol();
int ex, nx; int ex, nx;
do { do {
ex = (int) VH.getVol(); ex = X,
nx = mutate(ex); nx = mutate(ex);
} while(!VH.cas(ex, nx)); x = (int) VH.cae(ex, nx);
return nx; } while (x != ex);
+ return nx;
}
866.1 + 11.3 ns/op 1006.3 £+ 7.2 ns/op

=Java
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compareAndExchange: kTo Ha cBeTe Bcex BuicTpee?®

@Benchmark @Benchmark
public int cae_reread() { public int cae() {
int x; int x = (int) VH.getVol();
int ex, nx; int ex, nx;
do { do {
ex = (int) VH.getVol(); ex = X;
nx = mutate(ex); nx = mutate(ex);
x = (int) VH.cae(ex, nx); x = (int) VH.cae(ex, nx);
} while (x != ex); } while (x != ex);
return nx; return nx;
} }
875.8 + 7.7 ns/op 1006.3 £+ 7.2 ns/op

Shttps://bugs.openjdk.java.net/browse/JDK-8141640 =’Java
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compareAndExchange: ciopnpusl!

compareAndExchange — 3TO 3K30TUYECKUA UHCTPYMEHT

= [lomoraeTt B cny4vasix, KOrga AeACTBUTENBHO HY>XeH witness

" A korga BCE paBHO Hy>XeH boolean bar n akTyanbHOe 3HaYeHME,
compareAndSet cnokoiiHo paboTaeT u Tak

= He bpocaiitecb nepenncbiBaTh KOL Ha HOBLIA brecTawwmii-ceuctawmii API,

€CNN Ha TO HET CYLECTBEHHbIX I'I[.)I/I‘-II/IH6

6CM. TaKXe: KCTPUMO3» rOJIOBHOro MO3ra E}lava
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acquire/release: paynoHanbHOCTb

plain volatile
" ODObl4HbIE AOCTYMbI, ® CNMHXPOHN30BaHHbIE
HUKaKMNX FapaHTunii JOCTYNbl, NOMHbIE
Ha ordering, Kpome rapaHTUM Ha
3aLensieHHbIX B ordering, BkJito4as
happens-before sequential
" Jlerko consistency
ONTUMU3NPYHOTCS " MpaKTU4ecKu He
= camoe nerkoe Ha HW ONTUMWUSNPYIOTCA
" camMoe TAXKENoe Ha
HW

=Java
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plain

0bbIYHbIE JOCTYMbI,
HUKAKNX rapaHTwuii
Ha ordering, Kpome
3aLensieHHbIX B
happens-before

NETrKO
ONTUMN3NPYLOTCA

camoe nerkoe Ha HW

acquire/release: paynoHanbHOCTb

acquire/release

CUHXPOHN30BaHHbIE
LOCTYMbl, 4aCTUYHbIE
rapaHTum Ha
ordering, He
BKItoYasi sequential
cosnsitency

MPAaKTN4E€CKN HE
OoNTUMN3NPYLOTCA

CpefHe TsXKENble Ha
HW

Slide 49/61. Copyright © 2016, Oracle and/or its affiliates. All rights reserved.

volatile

® CNMHXPOHN30BaHHbIE

JOCTYNbl, MOJIHbIE
rapaHThm Ha
ordering, BkJito4as
sequential
consistency

MPAaKTN4€CKN HE
ONTUMN3NPYHOTCA

camoe TsXKENoe Ha
HW

=’Java



acquire/release: oHu y>ke NpoTeknn B A>KaBy

class AtomicInteger {
VEL
* Eventually sets to the given wvalue.
*/
public final void lazySet(int newValue) {
unsafe.putOrderedIint (this, valueOffset, newValue);

by

«O boxe moii, Hy 3TO e release!»

TeMa TbMyLLas raiiioB N CBUAETENLCTB, YTO MOMOrAeT B HEKOTOPbIX CAy4asix,
KOrfa He Hy>Ha sequential consistency, a npocto Tynoii producer-consumer.”

7http ://psy-lob-saw.blogspot.ru/2012/12/atomiclazyset-is-performance-win-for.html = ]a\[a
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acquire/release: VarHandles

class VarHandle {
Object getAcquire(Object... args);
void setRelease(Object... args);

3

[ns Bcex TUMOB AaHHLIX U Ha Bcex naaTgopmax!

class AtomicInteger {
public final void lazySet(int newValue) {
VH.setRelease(this, newValue) ;

by

=’Java
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acquire/release: IRIW c volatile

volatile int x, y;

x=1;|y=1; | int rl = y; | int r3 = x;
int r2 = x; | int r4 = y;

(r1,72,r3,r4) = (1,0,1,0)
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acquire/release: IRIW c volatile

volatile int x, y;
y =1; | int rl = y;
int r2 = x;

int r3 =
int r4

x =1;

|
>

1l
<

(r1,r2,7r3,r4) = (1,0, 1,0) 3anpeweHo: nomaet sequential consistency

=’Java
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acquire/release: IRIW c acq/rel?

int x, y;
rel(&x, 1); | rel(&y, 1); | int rl = acq(&y); | int r3 = acq(&x);
int r2 = acq(&x); | int r4 = acq(&y);
(r1,r2,73,r4) = (1,0,1,0)
=’Java
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acquire/release: IRIW c acq/rel?

int x, y;
rel(&x, 1); | rel(&y, 1); | int rl = acq(&y); | int r3 = acq(&x);
int r2 = acq(&x); | int r4 = acq(&y);
(r1,r2,7r3,r4) = (1,0,1,0) pa3pewuseHo!
=’Java
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Opaque: paunoHanbHOCTb
plain

" 0ODbIYHbIE AOCTYMbI,
HUKAKNX rapaHTwuii
Ha ordering, Kpome
3aUEnJIEHHbIX B
happens-before

" nerko
ONTUMMN3NPYLOTCA

B camoe nerkoe Ha HW

Slide 54/61. Copyright © 2016, Oracle and/or its affiliates. All rights reserved.

acquire/release

CUHXPOHUN30BaHHbIE
AOCTYMbl, YaCTUYHbIE
rapaHTui Ha
ordering, He
BKJItOYas sequential
cosnsitency

MPaKTUYECKN He
ONTUMUN3NPYOTCA
cpeAHe TaXEnble Ha
HW

=’Java



Opaque: paunoHanbHOCTb

plain opaque acquire/release
" 0DblYHbIE AOCTYMbI, " 0DblYHblE AOCTYMbI, ¥ CUHXPOHN30BaHHbIE
HUKaKMX rapaHTuii HUKAKNX rapaHTuii BOCTYNbl, 4aCTUYHbIE
Ha ordering, Kpome Ha ordering, kpome rapaHTumM Ha
3aLeneHHbIX B 3aLeneHHbIX B ordering, He
happens-before happens-before BKJItOYas sequential
" nerko B MpakTU4eckn He cosnsitency
ONTUMU3NPYHOTCA ONTUMU3NPYIOTCA " NpaKTM4ecKn He
= camoe nerkoe Ha HW  ® cpaBHuUTenbHO ONTUMUSNPYIOTCA
TsKénble Ha HW " cpeaHe TsXEnble Ha
HW
=Java
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Opaque: notecTum

OGroup @Benchmark void read(Control control) {
int lastVal = (int) VH.getXXX(this);
do {
if (lastVal != (int) VH.getXXX(this)) return;
} while (!control.stopleasurement) ;

3

QGroup ©Benchmark long write() {
long acc = 0;
for (int ¢ = 0; ¢ < count; c++) {
acc += c;
VH.setXXX(this, c);
¥

return acc;

Slide 55/61. Copyrigl}@ 2016, Oracle and/or its affiliates. All rights reserved.
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Opaque: onna

Score, ns/op
Benchmark read ‘ write

plain

=’Java
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Opaque: onna

Score, ns/op
Benchmark read ‘ write
plain | 2520077320 is«m6%94‘ 2659 +1
volatile

=’Java
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Opaque: onna

Score, ns/op
Benchmark read ‘ write
plain | 25620077320 + s40s65394 | 2659 +1
volatile 33 +2 74600 =+ 3265
opaque

=’Java
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Opaque: onna

Score, ns/op
Benchmark read ‘ write
plain | 25620077320 + s40s65394 | 2659 +1
volatile 33 £2 74600 =+ 3265
opaque 33 £2 3496 +131

" opaque OnybnMKOBaNOCh YEpe3 roHKy, He 3aniaTue 3a volatile
" opaque Mpo4YMTaANOCh YEPE3 rOHKY, HE ONTUMMN3NPOBABLUNCL U3 LKA

" (o4eHb noxoxe Ha std::atomic.load(:., memory_order_relaxed))

=Java
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Byaywee



Byayuiee: cyabb6a Unsafe

BoinuanTe sun.misc.Unsafe u3 JDK 9 npsimo ceiivac!

AprymeHTbl «3a»: AprymeHTbl «MpOTUBY :

" Hy>xHo npocBepanTb Ky4y Ablpok  ® CAWLWIKOM MHOrO 3aBMCUMOCTEN,
nog HOBble PUYM, HO HOBbLIM I CIMLLKOM Masio BpEMeHU AJis
MeTOfaM yTeKaTb HEsb3s MUTpaL N

= JlaBHO B 3TOM rafoLlHNKe Hago = Jlaxke nepeHecTun B Apyroti
npubpaTscst (single address vs. package Henb3s, T.K. UIMEHHO
double address, npoeepkn Ha sun.misc.Unsafe oxugaercs
java-oBOii CTOpOHe, Hanpumep) npyi KOMNWUASILAN

Y70 penats?

=’Java
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Byayuiee: 3auem nmetb oguH Unsafe, korga Mo>XHo gBa?

sun.misc.Unsafe
B oTkadeHa Ha coctosiHme JDK 8 GA

= noctynex B JDK 9, cm. JEP 2608

® Mbl €ro TO4YHO BbINWJINM NO34HEE

jdk.internal .misc.Unsafe
" HOBas MeCoOYHMLA: OTYTHOXKEHA, MOYULLEHA, HOBbIMU METOAAMUN 3aBaJieHa

" MOAYNbHOW MHKANCYNAUMER 3aLLnLLeHa
" 0N5 TECTUPOBAHMUS OOCTYMNHA CNELMANBHBIM KINHOUUMKOM: s e st mscosit-ommaned

=’Java

8http://openjdk.java.net/jeps/260
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Byayuiee: famous last words

Public APl > Public APl Hacks >> Non-public APl > Unsafe

® |Acnonb3oBaTb npuBaTHble APl — K TexHU4ecKoMy JONTy, AOATMM C/ie3aM 1
3a/71aMbIBaHNAM pyK

= (F)OSS — He becnnaTHbIii Cblp; XOTUTE YBEPEHHOCTM B 3aBTPALLHEM AHE —
WHBECTUPYIiTE B CErofHsiLLHee HO

* Bawa 3agaya B JDK 9 — cmurpuposath ¢ Unsafe Ha nybnudnbie API.
Tpebyiite y BeHAOpPOB OMBANOTEK COBMECTUMOCTM, BbIOMpaliTe C yMOM —
LINTE JIECOM POKCTapOB U HUHA3b, C KOCTBISIMU KOTOPbIX BaM NMOTOM XUTb

=’Java
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DIXI. Q/A?

«
= Javar

Slide 61/61. Copyright @© 2016, Oracle and/or its affiliates. All rights reserved.



	Unsafe
	UTF-8 Scan

	VarHandles
	MethodHandles
	VarHandles

	 :  API
	ByteBuffers
	A*FU
	VarHandles

	 
	weakCompareAndSet
	compareAndExchange
	acquire/release
	Opaque

	

